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significant intrusion into the private affairs of the pcrson who is rhc subject to 
the profiling. Expanding the permissible uses of this informauon to include 
marketing (as opposed to just technical processing and billing) would crcatc 
new points o f  exposure and crodc consumers’ ability to control what 
information is revealed about them, and potentially chill their use o f  the 
tclcphone to spcak to and associate with others. 

K’c bclicvc o u r  prorcction of call detail is ncccssaq for thc protccuon o f  values 
that have long been established in Washington statutes and constitutional law. 
vl’c find that Washington ciuzcns have a right to expect greater protection o f  
informauon about their communications ovcr the tclcphonc than thc FCC’s 
ru les  afford. By carefully tailoring o u r  strongest protections for chis sensitive 
in formation, wc bclicvc we have also mer the requirement o f  federal statutes 
and the constitution. 

~ ( r  

D. We adopt opt-in for disclosure of individually identifiable 
CPNI outside the company. 

~7 Like the FCC, w c  are adopting rules that require telecommunications 
companies to obtain express (opt-in) approval before the companies may 
dsclose any non-public information about customers to unrelated third parties. 
Ttus requirement is represented by the dark-shaded, upper portion of the box 
in Table 1. We have chosen, however, to define “third parties” more broadly 
(and thus the corporate “family” more narrowly) than the FCC. I n  our view, 
the FCC’s inclusion of “affiliates,” “independent contractors” and “joint 
venture partners” as part of the corporate family is overly broad, and the 
definition of joint xrenrure partners is vague as well as broad. Also, wc are not 
confidcnr that companies uiU have adequare incentive to enforce the contracts 
that the E’CC’s rules require for the protection of CPNI in thc hands of thosc 
affiliates and joint venture partners. The effect of our rule is to make 
&closure to more kinds of companies subject to opt-in. 

Although we emphasize in this order the special sensiuvicy of call detail 
information, we do not mean to suggest that inchidually identifiable CPNI 
other than call detail information does not need protection. For example, we 
thmk most customers would consider it a potentially serious invasion of their 
privacy for the phone company to sell a list of the telecommunications services 
the customer purchases, including the amount the customer spends each 
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month on those services, to a n y  tlurd party rhat would be wiUmg to pay for the 
information. For many business cusromcrs, for cxamplc, this is commercially 
sensitive information We therefore require opt-in approval before companies 
may d~sclosc inchidually identifiable CPN 1 (includmg non-cd-de tail CPNI) t o  

outsidc parties. 

Y Y  Conscqucntly, o u r  rules limit disclosurc of private account informadon under 
the opt-out schcmc to entities under common control with the 
rclccommunications company thar holds thc information. We did not follow 
the FCC and permit access by “joint venture pxtncrs” r o  information that is 
subject only to the opt-out schcmc, because that is a category that can fit  any 
cntiry that uses information to market communicauons-related services. As a 
categon, “joint venrurcrs” is usclcss because it permits inclusion o f  every firm 
and excludes no  fum. We find that such potentially broad disclosure, without 
express consent, is inconsistent with reasonable customer privacy expectations 
and we find lirtle support in the C! J We,rdecision, or elsewhere, for the 
proposition that companies have a core commercial speech interest in sehng 
such information to third parties.‘“ 

E. We adopt opt-out for in-company use of (non-calldetail) 
private account information for the purpose of marketing 
services that are not within the same category of service to 
which the customer already subscribes. 

1oo In  our  rules we define “private account information” as the subset of CI’NI 
that does not include call detail but is associated with an identifiable indvidual. 
A company ma): rely o n  an  opt-out notice \:hen it  proposes tu use the 
customer’s private account information for its own marketing purposes (as 
opposed to selling the information or disclosing it outside of the cornpan):, 
which rcquires opr-in approval). Ths caregory is represented by the mcdium- 
shaded middle-left part of the box in Table 1. 

Because the opt-out method, even with the improvemenrs we are adopting, is 
sull likely to be misunderstood or go unnoticed by at least some customers, we 

See Trans Union Corp. v. Federal Trade Comm ‘n., 245 F.3d 809 (U.S.App. D.C. 2001).cerr den. 122 )n 

S.Ct. 2386 (June 2002) (upholding rules adopted by Federal Trade Commission banning the sale ofmailing 
I i s ts  by credit reponing agencies containing the names o f  consumers who met certain criteria. such as 
possession of an auto loan, a department store credit card, or two or more mortgages). 
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notice is required for n carrier t o  use private account information (which is 
defined to exclude call detail) ro marker new services within chc same category 
of service to which the customer alrcadv subscribes.” This allowance is 
rcflectcd by chc white, luur r  left-hand corner of the box in Table 1, and w a s  
present in t he  prior federal rules, and in our  srate’s rules. We do not, for 
csamplc, place any restriction on a company’s ability to use private account 
information to marker call-waiting services to customers w h o  subscribe to local 
exchange service but who d o  not already purchase call-waiting. We find that 
consumers would not consider it an invasion o f  their privacy if their own 
telccommunicauons provider observes the scrvices they purchase (as distinct 
from observing, on  anything more than a general Ievel, what use they make of 
those services) and from that observation makes offers of related services. 
With the added protection our rules afford call d e t d  information, we arc 
confident that a company’s use of information about its customers’ prior 
purchases to target its promotion of relared services does not upset customers’ 
privacy expectations. Indeed, this is the type of use that is not restricted in 
othrr industries, and is typicd of a customcr-company rclauonshp. \ve f d o w  
the k’CC o n  this point. 

CONCLUSION 

/os W e  have sought to develop rules that are consistent u i th  Section 222 and the 
K C ’ s  rules interpreting that statute as well as with the U.S. Constitution and 
our laws and constitution. While we respect the FCC’s approach we 
nonetheless reach a different conclusion on  how to harmonize these laws and 
the interests they protect.’‘ 

We find that the FCC’s rules leave certain substantial privacy, speech, and 
associauon interests inadequately protected in our  state. As the FCC expressly 

1116 

”The  FCC reasoned that a company’s use ofCPN1 to market services closely related to the those the 
customer already purchases is an area in which there truly is impl ied consent on the p a n  o f the  customer. 
and that. in section 111 “Congress intended that a carrier could use CPNl  without customer approval, but 
could only do so depending on the service(s) to which the customer subscribes.’’ 

consent. We note that his interpretation is  even siricter than what was required under our old rules. or 
under the earlier federal rules, which did nor. as the dissent would, require express consent to use CPNl to 
market even u l th in  the same category ofservices. Also. we feel an obligation to try to hamonlze the 
federal salute with orher laws. decisions. and pnnclples. as has the FCC. albert with a different result. 
Finally. 11 i s  true that the approach Commissioner Hemstad proposes would not be as complex as the one 
we adopt. Complexity. however. is  the price we pay for the complex balancing of the interests at issue. 

“Our  dissenting colleague has reached a third conclusion-that no CPNl may be disclosed wiihoui express 
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allowed for in its order, \\:e arc adopting rules that arc morc stringcnt, in certain 
rcspccrs, than those of the FCC. Whlc  o u r  rules follow the frameu,ork o f  the 
FCC rules, our record supports our adoption o f  more-stringent protections in 
three important respects: (1) W’c provide increased protection for particularly 
scnsidvc personal information, includmg the phone numbcrs s customer calls 
and including hghly specific phone cahng habits o f  the customer. i\ company 
may not  use h s  information, known as “call detail,” without the customer’s 
cxprcss (“opt-in”) approval, except as necessary for the cornpan!’ to provide 
service or as required by law. (2) We narrou the scope of a 
tclccommunications company’s ‘‘family” of affiliated companies, within whch  
it may share information about a customer if the customer docs nor “opt-out” 
The effect is to require cxprcss (“opt-in’? approval for disclosure to morc types 
of entitics than t he  federal rules require. (3) We improve the requirements for 
the notice that companies must provide customers, to help customers 
understand what is at stake. Also, by requiring companies to offer their 
customers more convenient methods for opting-out, we enhance customers’ 
ability to exercise that choice, where applicablc. 

ORDER 

1 0 7  THE COMMlSSION ORDERS: 

l o x  WAC sections 480-120-134,480-120-151,480-120-152,480-120-153,480-12@ 
154 are repealed. 

WiiC sections 480-120-201,480-120-203,480-120-204,480-120-205,480-12@ 
206, 480-120-207, 480-120-208, 480-120-209,480-120-211,480-120-212,480- 
120-21 3, 480-120-214,480-120-215, 480-1 20-216, 480-120-21 7,480-120-21 8, 
and 480-120-219 arc adopted to read as set forth in Appendu C, as rules of the 
Washington Unlities and Transportation Commission, to take effect pursuant 
to RCW 34.05.380 (2) on Januaq 1, 2003. 

This Order and the rule set out below, after being recorded in the regnter of 
the Waslungton Utilities and Transportation Commission, shall be forwarded 
to the Code Reviser for filing pursuant to chapters 80.01 and 34.05 RCW and 
chapter 2-21 WAC. 

~ I J Y  
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D.1TE.D at Ol\mpia, Wahhingron, this 7th da\ o€Novcrnbcr, 2002. 

\Y’ASHINC;TON UTILITIES AND TRANSPORTr\TION COMMISSION 

KIRILYN SHOWilLTER, Chainvoman 

PATRICK 1. OSHIE, Commissioner 

Commissioner RICHARD HEMSTAD, dissenting: 

With this Order, my colleagues have done a commcndablc job of constructing 
rules [hat  attempt a balance bcwecn customer privacy interests and the 
commercial inrerests of relecommunications companies. However, the end 
result is a remarkably cvmples set of rules u;hch classif]. custorncr conscnr for 
the use of ind~vidually identifiable customer proprietary information in some 
circumsrances by affirmarivc approval (opr-in), in other circumstances by 
silence (opt-out), or in stdl other circumstances by assumed approval wirh no 
opporruniy cven ro opt out. 

/ / ( I  

111 \yihlc these dense rules will be daunting for the affected companies to 
i n t e r n h e  and implement, they will surely be incomprehensible to cven well- 
informed customers. In contrast, the directive from Congress to this 
Commission in 47 U.S.C. Sec. 222 is simple and easily understood: Customer 
approval is required before a telecommunications company may use, disclose 
or access individually identifiable cus tomer proprietary information except to 
the extent necessary to operate the public switched telephone network and 
related activities (eg., billing). The statute, I believe, can only be fairly read to 
require the oflmubieconsent of the customer. Consequently, I cannot join in 
the adoption of these rules concerning customer privacy. 
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of 47 U . S . m v e r  b- . .  
It 1s unconsatuaonal. 

112  N o  one has challenged the  consututionaliry of 47 U.S.C. $ 222. I r  was nor 
challenged in the 10 Circuir, and none of thc commcnrs w e  havc rcccivcd 
h a w  contended ir is unconstiruuonal. A sratutc is presumed consututional 
unul it has bccn determined ro be orhcrwisc. LVc cannot act as i f  rhc federal 
law is unconstitutional and g v e  ourselves permission to invent orhcr ways of 
treating customer proprietary network information that arc inconsistent with 
rhc statute. What is adopted today in the sections that d o  not permit any 
customer control, and those that permit so-called approval through an opr-out 
scheme, arc, in my opinion, in contlict with the clear, unambiguous grant by 
Congress to customers o f  control o f  the confidcnuahty o f  their proprietary 
nenvork information. 

m .. 

7 
113 The language of the sratute is unambipous:  

(c) CONFIDENTIALITY OF CUSTOMER PROPRIETARY 
NETWORK INFORMATION.- 

(1) PRIVACY REQUIREMENTS FOR 
TELECOMMUNICATIONS CARRIERS.--Excepr as required by 
law or with /he oppiv~uLo,ffhe cu~-/ome~ a telecommunications carrier that 
receives or obtains cusromer proprietary network information by virtue 
of its provision of a telecommunications service shall only use, disclose, 
or permit access to individually identifiable customer proprietary 
network information in its provision of (A) the telecommunications 
service from u h c h  such information is derived, or (A) services necessary 
ro, or  used in, the provision of such telecommunications service, 
including the publishing of &rectories. 

47 U.S.C. 222(c)(l) (Italics added) 
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Use of cus-ce to c- . .  of -val is to the s s  

1 1 4  As stated above, Scc. 222 requires “approval o f  thc customer” before any use, 
disclosurc, or access to indwidually identifiable customer proprietary nenvorli 
information. The rules adopted today in some circumstances allow 
rclecommunications companies, and any company thar controls, is controlled 
by, or is under common control with a telecommunications company, to use 
ccrrain customer in formation u & h /  nuiih /a usturners ui/dnuihui/i their upprut~u~ 
not even so-called opt o u t  approval. This is an effort, as 1 understand it, t o  
make the rules acceptable under a Ct,//ru//Nuh# analysis. Accepting Ceaim/ 
Hud~unas  the correct precedent to follow is, in my opinion, a mistake on at 
leasr thrcc counrs. 

11.5 Firsr, Cenhu/HUnunis a case that d d  not interpret an explicit federal statutory 
chrective. We should not ignore the fact rhat Congress has spoken and, in 
adopting SCC. 222, must be presumed to havc weighed the competing values of 
commercial speech and personal privacy. 

Second, cef//nil/Hud,ori? facts d d  not involve the use or disclosure of personal 
information. Rather, it involved an entirely dfferent fact-situation: a u d t y  
stuffing, with its monthly bill, a generic advertisement to promote energy 
consumption in a time of shortage. 

Thud, Cen&u/Hudron addressed only one constitutional issue, the commercial 
speech rights of a utility to advertise its product free from interference by a 
regulatory agency. Nothing in the case even remotely touched on what I 
believe to be constitutionally implicated privacy interests” of customers in the 
confidentiality of their dlscrete customer information. 

1 l 6  

117 

I I R  Wtule the FCC may be required to respond to the remand directives of the 10“’ 
Circuit’s majority opinion,” whch  arrived at its procedural conclusion based 
upon Ce~h/Hudrun, this Commission is not bound by the lod’ Circuit’s 
decision or by its reliance o n  a case rhat did not concern a congessional act, 

Cenrrul Hirdrnn Gas & Elrc. Carp. v. Puhlic Service Cnmm ‘n “ I N .  Y.. 447 U.S. 557. 564-65 
( I  980)(sening oiit the lest to be applied in dctermlning whether resirictions on commercial speech survive 
“iiiiermediare scrutiny”) 

In discussing privacy, 1 am referencing customers’ rights to privacy. free speech and free association. 
5 7  The minority opinion. I believe, is the correct view and is rrue to the language and purpose ofSec .  222. 

56 
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had completcly inappositc facts, and did not address thc constitutionally 
implicated intcrcsts that rnuuvarcd the Commission’s departure from rhc FCC 
in rhc first placc.’” 

Approval is not the absence o f disapproval. w hich is all that is 
remesen ted bv OD t- out schemes, 

Other portions o f  the rules adopted today permit company use of confidential 
customcr information unless the customer opts not t o  pcrmir such usage. Only 
t he  self-interesrcd commcntcrs in this rulemalung promote thc view that 
Congress meant approval to mean the absence of disapprovd. I t  is not a 
reasonable conclusion; and it is not a conclusion that is permitted in the 
absence of ambiguity. The proponents of t h e  view char “approval” means an 
opportunity to opt out rely on  wishful tlunhng, not ambipuq,  when the), claim 
it is a reasonable interpretation of the statute. 

Congress constructed a section of law that has as its unmisrakablc aim the 
protccuon of the confidrntiahty of customcr information and it  placed the 
customer in charge of that confidentialit),, nor telecommunications companies 
and not regulatory agencies. 

Congress could have been silent on the topic o f  customer proprietary nerwork 
information. Then at least an arguable conclusion might be that the 
information obtained by telecommunications carriers could be treated the same 
as the information obtained by any other business nor the subject of a 
particular federal stature respecting customer information. Because Congress 
was not silent. we cannot act as if it were. 

/ / Y  

/IO 

121 

122 Or, Congress could have constructed a statute like those that are particular to 
certain activities (e.g., educational and financial institutions, video rental 
companies) and provided some specific scheme for how the use and disclosure 
of customer information would be treated. With respect to financial 
insumdons and disclosure of customer information, Congress explicitly used 
the term “opt out.” 15 U.S.C. $ 6802(b). When Congress wants to prescribe 
an opr-out scheme related to customer information, it does so explicitly. Rut  
Congress dd not prescribe in Sec. 222 the schemes used in other starutes; we 

SR 

troubling issues o f  unfair competitive advantage far those companies vis-a-vis their competitors. 
Access to information pennitled to companies without either cusIomcr notice or approval also raises 
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cannot act as if i r  did. Cusromcr information obtaincd by rclccommunicatlons 
carriers musr be trcarcd differently from information obtained by other 
businesses subject to other, specific sratutcs adopted by Congress r o  r c p l a t c  
thc use and disclosure o f  customer information. 

/I.{ Wc can only treat tclccommunicarions customer proprietary infoormarion as 
prescribed in 47 U.S.C. $ 222. There is no ambiguiry. Congress could halve 
said nothing, or  prescribed some other means of  safeguarding dus information 
if that is what it had wanted to do. Specifically, it could have created a n  opr out  
scheme, but it clearly and unambiguously did not. Instcad of silcncc, an opt 
out  schcme, or something clse, it said “with approval of the customer.’’ :i fair 
reahng of the statute compels the conclusion that “approval” can mean only 
an affirmative statement by a customer, not an assumption of approval based 
o n  the absence of &sapproVal. 

124 If rhe value soughr to be served is efficiency rather than protection of privacy, 
then proponents probably are correcr that use of an opt ou t  scheme would 
require less effort from telecommunicauons carriers and only some effort from 
cusromers thar choose to opt our. Howcver, Congress was in a position to give 
relative weight ro these values-efficiency and personal privacy-and i t  dld so 
in the language of Sec. 222. It chose efficiency when it h d  not require 
customer approval for use of personal information in order ro conduct 
everyday operations of the nerwork, bur it also chose to value personal privacy 
by requiring customer approval of any other use of personal informadon. 

Washumon S tate DO licv on p rivacv i s  cons istent with and reinfo ices Sec. 
222, 

/ z s  Congress has made a determination that  telecommunications carriers must 
protect the confidentiality of customer proprietary nerwork information and 
must have customer approval to use that information. That is consistent with 
and reinforced by the strong statement in favor of personal privacy found at  
Article 1, Section 7, of our own Washington Constitution. The adoption of 
rules that permit use of protected information either without notice or with an 
opt out scheme is inconsistent with state policy on personal privacy. 
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116 I n  footnote 54 of thc Commission’s Ordcr, m\’ colleagues respond to this 
disscnt b!. asscrting that “Cornplcxity.. . is  the price wc pa\’ f o r  the complex 
balancing o f  intcrcsrs a t  issue”. But  Congress in the unambiguous directive of 
SCC. 222 did not choose complcuity. I t  chose simplicity. In  doing s o  it 
mirrored the emphatic views of a broad spccrrum of consumers as 
demonstrated in the enormous ourpouring of surprise, anger and distress o f  
Qwcst’s customers when they became anarc o f  Qwest’s intentions to  access 
without their approval what they had assumed to be private information.j9 Thc 
Commission’s Ordcr, with its complexities, neither rcsponds to thcse legtimarc 
consumer concerns nor to Scc. 222. 

127 My colleagues are motivated by considerable concern for customer privacy, 
w h c h  1 applaud. That concern is amply demonstrated by their elaborate and 
scholarly Order. Rut  I nonetheless believe the Commission has followed the 
wrong case to the wrong result and, in doing so, has ignored rhc explicit 
chrcctixrc of Cungrcss. In an  age when huge amounts of personal information 
can be collected and manipulated, it is my hope that thcse rules u.ill some day 
be reviewed by a court that recognizcs that the concerns of indviduals for their 
privacy pose new fact-situations that require a fresh analysis. ,4 new prcccdent 
for a new environment is in order, one that recognizes the vast changes in 
technolorn and its impact o n  our  private lives in [he nventy-nvo years since 
Ccnfiu/Hua!ron. 

128 Accordngly, I cannot join in adoption of rules that ignore a customer’s 
statutory right to confidentiality unless the customer gives affirmative approval 
to a telecommunications company to use, disclose, or access individually 
identifiable customer proprietary network information. 

For these reasons, 1 respectfully dssent. 129 

NCHr\RD HBMSTAD, Commissioner 

I‘) See the description beginning at11 76 of the Order 
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,%btt: Thc/a!/aui~g /s uddedut Cod? Rtwspr rtq/ipstjor stat/~tica/p//rpu~t.r: 

Number of Sections Adopted in Order t o  Comply with Federal Sratutc: 
New 0, amended 0, rcpcalcd 0; 1:cdcral Rules o r  Standards: N c a ~  0, amended 0, 
rcpcalcd 0; or Rcccnth Enacted Starc Statutes: New 0, amended 0, rcpcalcd 0. 

Number oESccrions Adopted at Request o f  a Nongovcrnmcnral Entity: 
New 14, amended 0, rcpcalcd 0. 

Number o f  Sections ildoprcd on the Agency's own Initiauvc: New 3, 
amended 0, repealed 0. 

Number of Sections hdoptcd in Order to Clarify, S t r c a d n c ,  or Reform 
Agency Procedures: New 0, amended 0, repealed 0. 

Number of Sections Adopted using Ncgouatcd Rule Maklng: New 0, 
amended 0, repealed 0; Pilot Rule hlahng: New 0, amended 0, repealed 0; or 
Other Alrernauvc Rule Malung: Nea: 0, amended 0, repealed 0. 
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Docket No. UT-990146 

to SDeclfucC ts 

1 I n  this appendix the Commission responds t o  comments madc o n  the 
proposed rules. We reccivcd hundreds of pages of comments, mosr 
concerning the choice betuccn opt-in approval and opt-out approval. Thc 
appropriate approval mechanism and the legal basis for our  choices arc 
addrcsscd at length in the body of the adoption ordcr. In  this appendix the 
Commission responds to rhc other substantive comments. 

Thc Commission reccivcd comments from several telecommunications 
cornpanics, consumer advocates, and others, including ILIRP, AT&T, 
Allegance Telecom, Clauma Aerr), Elizabeth Clau:son, Rep. M a y  Lou 
Ilickcrson, Electronic l’rivacy Information Center (EPIC), Elizabcth 
Fehrenback, Emeri Hansen, Gail Love, Low Income Telecommunications 
Project (LITE), Lmdsav Olsen, IJublic Counsel Section of the Office of 
Attorney General, Qwest, Senior Services, Sprint, Robert Stein, Matilda Stubbs, 
Ilesinee Sutton, Ben Unger, Verizon, WashPIRG, Washington Independent 
Telephone Association (LVITA), and LVorldCom. 

The material is organized by subject and by rule number, which is noted at che 
end of each response. In each response u.e indicate whether we made a change 
in the adopted rules based upon the comment, o r  whether we adhered to the 
language in the proposed rule. 

4 PehrY ’tion of custome r netwo rk propn ‘etarv netwo rk information 
{CPNI): The  definition of CIJNI in the proposed rules contained the phrase 
‘‘u;hich includes information obtained by the company for the provision of 
telecornmunicacions service.” The consumer advocates considered the phrase 
to be ambiguous and perhaps providing permission for companies to use, 
dlsclosc, or  permit access to such inhrmauon as medical status submitted by a 
customer in compliance with proposcd W;\C 480-1 20-1 73 with no more than 
opt-out approval. In order to remove the ambiguity, we removed the phrase 
from the adopted rules. The remaining definition of CPNI in subsections (a) 
and (b) came directly from the federal statute. However, because the 
Commission proposes specific, more stringent protections for those portions 
of CPNl that are individually identifiable, we have added to the definition of 
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CPNl  a description of the subsets of data contained within thar broader 
category o f  data. Jee It7AAc48U-12U-2U1. 

Interference FVI ‘th Marketinp “Friends and Family“ Type Plans: Some 
companies provide reduced r o l l  rates to customers who call other customers 
who usc the company’s service. Company commcnrs suggest thar ou r  
definition o f  call detail would restrict marketing these programs. I t  is true rhat  
undcr o u r  rules a company may nor  examine numbers called ro determine if  a 
particular customer routinely calls mother customer and use that information 
to suggest to the cusromcr a change o f  long-distance plans. The examination 
of such information for that purpose would stray into a practice that we havc 
dctcrmincd could result in rcvcaling sensitive communications habits and 
personal habits. Oncc a customer clccts “Friends and Family” senice, the 
company can of course use specific call detail information in order to initiate, 
render, coordinate, fachtate, bill, and collect for celecommunications services 
the customer has purchased or requested. Jee  WAC48’0-120-201 amf2UJ 

. .  
6 to D- Companies suEested 

elimination of subsections (b) and (c) in the definition of call detail, and asked 
for clarification of the scope of (d). Subsection (b) defines as call detail 
information associating individual customers with specific area codes, prefixes, 
or complete telephone numbers correlated with the time of day, length o f  call 
and cost of call. Elimination of h s  subsection would mean that companies 
could, without opt-in approval, examine customers’ communicarions habits and 
knou; or deduce a great deal about customers’ personal habits or circumstances 
(e.g., determine a cusromcr makes routine calls to Alcoholics Anonymous). 
Elimination of t h s  subsection would undo one of the most important 
protections we seck to achievc with [hew rules. 

7 Elimination of subsection (c) would permit companies and others into whose 
hands [he information falls to d sccm calling patterns that may also reveal 
sensitive personal habits. W l e  we exclude from call detail general c a h g  
patterns and expenses when expressed in terms of one month or more of 
activity or expense, we consider that information to be call detad when viewed 
for shorter periods. 

x We revised subsection (d) so it is clear that it refers only to information that is 
associated with a specific individual. Jee WAC48U-72U-201. 
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IN 

II 

I? 

f i  

se of C P M l k x p  as Perrmged bv - 47 U m  or By 
These: Our  proposed rules permit the use of CPNl in accordance with 
federal law except when thcsc rules require othcnvisc. Consumers suggested 
that this should be changed so that no  use is permitted unless authorized by 
federal law or rhcsc rulcs. The purpose would be to emphasize that tha t  CPNI 
is the propcrty of customers and that i t  can only be used whcn thcrc is specific 
permission granted. We rcvicwcd the rule with thcsc comments in mind and 
determined thc rule is unnecessary and it has been withdrawn. 

Oral Approval for Use o f CPNI: Companies expressed concern that our 
rules permitting oral opt-in approval for use of CPNI and call d c t d  arc 
inconsistent with federal rcquircmcnrs. The concern is that our rule permirung 
third-party verification similar to that used to verify customer changes from 
one long distance provider to another cannot be used while the customer is on 
the line with the company representative. The underliing concern appears to 
be that a competitor could nor look at certain account information in the 
process of completing a new service order for a customer who is switching 
from another cmier .  

Our adopred rules address these concerns in a variev of u;ays. First, no 
approval is required to use CPNI to initiate, render, coordmate, facltate, bill, 
and collect for telecommunications services the customer has purchased or 
requested. This has not changed from the proposed rules. 

Second, wc permit the use of CPN1 for the duration of inbound and outbound 
telemarketing calls without thrd-party verification of approval. We d o  not 
require a safcguard in these circumstances because rhe customer may simply 
hang up. 

Third, where we do require third-party verification, we have added an option in 
the adopted rules that was not  in the proposed rules. If a company requests 
opt-in approval for use o f  call detail beyond the duration of thc call, i t  may use 
h id-par ty  verification process that is similar to that used for h rd -pa r t y  
verification when customers switch long-distance providers, or it map make a 
sound recordng of the oral approval sufficient to establish knowing approval. 
The inclusion of making a sound recording as an option is a change from the 
proposed rules. (Note that Washington is a two-party consent state with 
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rcspcct to recording conversations, so a company using this method to obtain 
oral approval will have to inform the customer that the c d  udl be recorded.) 
Jee PAC 480- 720-20J 206 and 212 

I 4  Use o f CPNI Duriq Inbound and Outbound Telemarketinp Calls: In 
u u r  proposed draft we permitted use of private account information after oral 
noucc and oral approval during an inbound telcmarkcting c d .  riftcr 
consideration of company comments concerning customers’ dcsircs to rccci\rc 
a quick response when Jlscussing telecommunications s c n k c s  with a company 
that is already providng scrvicc, we dctcrmincd that a rule concerning inbound 
telemarketing alone was insuKicient to lead to rcsponsivc service. In the 
adopted rulcs we permit use of CPNI during outbound as well as inbound 
tclcmarkcting calls, provided thcrc is notice and t he  customer approves of  the 
use of CPNI. In both instances, the approval and use a ~ e  permitted only for 
the durauon of the call, which provides a privacy safeguard for customers that 
balances company access to CPNI during outbound telemarketing calls. .ret 
lKAC 480- 120-206 

/j the Use & 
-: Some companies stated that certain of their 
current marketing practices would be prohibited by the proposed rule. For 
example, using CPNI to market caller idendficadon, Digital Subscriber Lme 
(DSL) service, voice mail, and second residential lines. Most of the examples 
gven  are related to services already provided to a customer, because they only 
work with local service. We addressed tlus concern in the adopted rules with 
an additional rule that permits use of private account information without 
either notice or  approval to market services related to those already provided 
by a company. 

i d  Other services, such as DSL, could be marketed to customers that are not local 
senice customers, in which case a company would either have n o  CPNI related 
to the person because the person is not a customer, or would have to have opt- 
out or opt-in approval, depending on whether the company planned to use 
private account information or  call detail to market the service. (Note that 
advertising and marketing based on information that does not come from 
CPNI may be used without any approval.) Jee WAC480-720-208 
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I7 Notice: We received many commcnts on  noucc, some general in 
nature and others specific to various subsections. 

0 Notice Gene rally: In  general, companies suggested the amounr and 
types of notice would be confusing, and consumer advocatcs did nor 
question the amount and type of notice. Our  response ro the general 
concern thar thcrc is too much notice required is that we ha1.c a record 
tha t  clcmonsrratcs rhar customcrs have expressed more inrcrcst in 
privacy of tclccommunicadons records than any other policy issue to 
come before the Commission. We believe that customers genuinely carc 
abour their privacy, rhat privacy is an inrcrcst that should be protected, 
and thar customers will not be confused by information that enables 
rhcm to make an informed decision. We have tried t o  dcvclop notice 
requirements that will enable cusromers to make informed choices and 
that do  not contain unnecessary provisions. WAC480-720-209 

b Annual: We received several company commenrs suggesting we 
follow the Federal Communications Commission (FCC) and reduce rhc 
required frequency of opt-out notice from one year to every nvo years. 
The issue is whether customers need notice more or less ofren in order 
to be sure they understand their options and how to exercise them. We 
are persuaded that with the substantial notice required and the multiple 
mechanisms fur opting out, customers will receive notices that can be 
read and understood and thar the process of opting out will be easy. For 
these reasons, we believe thar  less frequent notice uill not reduce 
customer understandmg or the opporrunity ro opt out. We also see a 
value in reducing the cost to notify customers. We have changed opt-out 
notice requiremcnt to once every nw years. .Sre WAC480-720-209(’. 

Inclus ion of Notice WI ’th Other AdvertisinP o r Promoaonal 
Material: Our  proposed rule contained a prohibition against providing 
the opt-our nonce with any other advertising or promotional material; it 
did permit inclusion of the nonce with customer bills. Companies 
commented that it would be beneficial to companies to be permitred to 
place both advertising and opt-out notices together in bdls because 
placing advercising in bill envelopes is cost-effective. We d o  not doubt 
chat it would be cost-effective for companies to include advertising with 
the notice, but the efficiency in advertising costs may come at the 
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expense of the effectiveness of the notice because it could be lost in the 
advertising and other material. We have not changed t h s  requirement in 
o u r  adoptcd rules. WAC480-120-2199(4. 

A Mix  of Opt-In and Opt-Out Approval Will Cause Customer 
Confusion: Companies and consumers arc united in believing that 
customers udl be confused if  call detail is made available only after opt- 
in approval is g w n ,  and privarc account informarion is available to  
companies after notice and an  opportunin [o opr-our. Thc argument 
appears to be that two possibilities is one too many. lVc disagree. First, 
not all companies wd send both tvpcs of notice. Some may elect not to 
ask for opt-in o r  opt-out appro \d .  Others may request one or the other, 
or use a single opt-in notice for all CPNI. Second, if both notices arc 
sent, we think customers and companies alike can understand two sets 
o f  information and two types of approval. 

We believe that confusion is unlkely if companies provide accurate 
notices to customers. It is not difficult to understand the difference 
between using, disclosing, and permitring access 10 information about 
services purchased (e.g., a second line) and call d e t d  (e.g., whom you 
call and who calls you). Companies have an incentive to provide correct 
notice that informs rather than confuses. 

Commenters also sugested customers uill be confused by the 
contradctions between ou r  notice requirements and FCC notice 
requirements. If companies send nvo different notices to customers 
under the opt-out mechanism, no doubt confusion will be the result. 
Confusion can be avoided if companies send customcrs only the correct 
notice based o n  these rules. Tu the extent Our rules are more protective 
of sensitive call d e t d  informadon than the FCC’s rules, companies u d  
be required to send opt-in notices. Following the rule that provides the 
greater privacy protection is not a confusing concept. Jee Iy,gC480- 
720-204 271, ~d.212. 

0 Companies commented 
that notice requirements that inform customers of their rights with 
respect to confidentiality of CPNI, and the requirement also to inform 
customers that companies have a duty to protect the confidentiality o f  
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CPNI, ma): be confusing. No  commcntcr explained just how this 
information may confuse customers, so lacking any specific concern, we 
reject the unsupported assertion. Jtv K?4C480-720-209fl)fi) md480- 
120-212f3)if./ a d  fl). 

RequiredUseo f 12-Point Type for Notices: O u r  proposed rule 
requires the use of 12-point typc in opt-our notices, and companies havc 
commented that it is unnecessary to stare the rcquircd sizc of typc. Our 
experience is that many nouccs use rypc sizes rhat arc small and difficult 
ro read. Prior to  including rhc rypc size in the proposed rules, o u r  staff 
produced a notice rhat contains all the rcquircd notice contcnrs in 
ruclvc-point rype. The sample notice fits on  one side of  a standard size 
shcct of paper. The example has standard margins and contains 
considerable separation between notice elements. No  commenter stated 
thar the sample notice was deficient or  for a n y  reason could not be used. 
Because we have not been informed that there is a specific problem we 
have retained the requirement in the adopted rules. Jzp IKAC480-720- 
209f7,). 

e e Use- 
Accessed: Another company comment is that limited notice is not 
permitted when limited use or disclosure of call detail is planned. There 
is nothing in the notice requirements for obtaining opt-in approval to 
use call detail that prevents a company from informing a customer of the 
limirs to which call detail mill be put to use. Because u;e require that 
notice be comprehensible and not  misleadq:,  companies must adhere to 
self-imposed limits. We were not askcd to make a specific change, and 
we believe the rules permit companies to tailor notices to self-imposed 
lirnirs on use, disclosure, and access, and therefore we make no change 
to the rules on this topic. .Jet i ~ ~ ~ c 4 ~ 0 - ~ 2 0 - z 0 9 f f ~ ~ ~ 2 7 ~  

e Notice Concerninc En tities to Which Call Detail May Be 
m: ,\nother suggestion in che comments is that it is 
unnecessary to provide the names of affiliates and subsidiaries in the 
opt-in notice because they are often unknown to customers who are 
accustomed to brand names. We think customers may be interested in 
the names of the firms that may receive call detail information, but 
nevertheless make a change in this subsection. After reflection, we think 
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dsclosurc o f  all affhatcs, subsidaries, and companies under common 
control would bc an impractical requirement t o  place on  companics 
because they form an cvcr-changing group. We also think tha t  
companics, in order to convince customers to opt-in to t h e  use o f  their 
most sensitive personal telecommunications information, will havc to 
find somc lcvcl of revelation of who may receive the information that 
satisfies customers’ curiosity about who will havc access to their 
information. ,\ccordngly, wc havc reduced the dlsclosurc requirement 
to whether t he  information will be used, d d o s c d ,  or access permitted 
t o  an  entity or pcrson other than rhc company. .Sw IK’AC4&7IZO- 
ZIZf?)(~. 

0 Notice Come minv Availabilitv of Name. Address. and Telephone 
m e r  to T-: One commenter raised a concern that the 
notice requirements in the proposed rule concerning availabiliv of name, 
address, and telephone number (subscriber list information) suggested 
companies must provide this information to all types of tclemarkcrers. 
In the adopted rule we have made a change so that the notice must 
inform customers that name address and telephone number are not 
private information and may be used by telemarketers even if the 
customer opts-out. The revised notice requirement more correcdy 
informs customers that choosing to opt-out is not the same as 
eliminating telemarke ting. . f k  EI’C 480- l20-209(~@). 

0 Notice That No Action Is necessary to Pro tect Call Detail 
Disclosure to Third Pa me: A concern was expresscd that this 
requirement could lead to confusion. We think it is imporrant for 
cusromers to know that they need not take any action to protect the 
most sensitive information (call detail) about them. N o  commenter 
suggested precisely how this would confuse customers, and we do not 
tlunk it will. .See I ~ . ‘ ~ C 4 ~ ~ - / 2 0 - 2 / 2 ~ ~ ~ .  

0 ows 
: In the proposed rules we 

included a chart labeled “Customer Approval Method Depends on the 
Type of Information.” Consumer advocares suggested that a copy of 
this chart (which is revised in the adopted d e s )  be required to be 
included with opt-out notices. Because the chart would not necessarily 
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be correct when a company chooses self-imposed limits on  the use, 
hsclosurc, and access that it wdl permit and its notice reflects thosc self- 
imposed h t s ,  we do not think we should require inclusion of the chart. 
Companies may find that inclusion of a chart is a good idea and may 
include a comprehensible and not misleading chart with a notice. 

Some Noa ‘ce Reauire ments Are IncomDaUble w ‘th Notice and 
Approval for the Du ration of a Telemarketinp Call : Company 
criticism of the proposed rules is correct on  this point. T h e  adopted 
rules provide exemptions from the notice rule when the notice and 
approval extend only for thc duration of a telemarketing call. .lee It’2C 
480- ?20-213p). 

0 

. .  
0 ODt+ut oval wlll f l  
Than: Consumer advocates suggested that the use of an 
opt-out approval mechanism for some information w i l l  burden 
consumer organizations that ndl be asked to assist customers in 
understanding their options, while companies will not bear this burden. 
In essence, this is another suggestion that customers will be easily 
confused and was presented as an argument for an all opt-in approach. 
We believe our notice requirements are sufficiently strong to require 
companies to send notices chat will inform rather than confuse, so we 
make no change in the adopted rules based on this comment. See WAC 
480- 120-209 and 212. 

Rules will Reauire Cos tlv New P rocesses : Companies commented 
that the administrative aspects of the new rule (notice and opt-out 
mechanisms) u:ill increase costs for companies. This may be, but the 
purpose of these rules is to strike a balancc between company concerns 
and customers’ interests in privacy, speech, and association. There is a 
threshold of privacy protection below which we will not go, even if that 
protection means increased costs will result. With respect to imposing 
costs on customers or companies, these rules are not different from any 
other rules, any of which may cause an increase in cost to customers or  
to companies. Set. IYAC480-?20-20$ 211, and212 

7# - W&shnhx Companies commented in opposition to 
muluple opt-out mechanisms while consumer advocates commented in support 
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of h e  rules o n  this subject. Most comments in opposition state, in essence, 
that the muldplc methods we require for exercising an opt-out opportunity arc 
coo many and unncccssarily costly. Some commencers relied upon the FCC 
record to supporr the position that fcwcr mcrhods arc nccdcd. We respond 
rhat our cxpcricnce, borne out in our record, is different from the FCC’s. 

/ Y  O u r  expcricncc, and rhc record o n  which we act, dcmonstrarc that multiple 
methods arc nccdcd to cnsurc case ofopting ou t .  Many cuswmers rcport that 
they attcmprcd t o  opt-out in a siruation in which a company scnr an opt-out 
notice, but found they were thwarted in doing so when calls went unanswered 
anJ  when they wcrc told rhcrc was. n o  address to which a wrirtcn opc-out 
drcctivc could be scnr. h parucularly troublesome example of the dlfficulcics 
cusromers encountered concerned a company that did not  accept opt-out 
requests by telephone on Saturdays, but maded notices that arrived on 
Saturdays. The  same company did not accept opt-out calls in the evening, 
thwarring the efforts of those who open mail in the evening after uTork and 
would like to take immediate action to opr out. 

zu As we discuss in the order, in onc sense companies have an incentive to make it 
dfficult for cusromers to opt-out. (In another sense, as Qwest learned, their 
long-term incentive is to maintain cordial relations uich their customers.) The 
order and t h s  response d~scuss some of the problems. We have provided in 
this rule the methods that w e  consider appropriate to guard against these 
problems occurring again. While they may be multiple, their multiplicity does 
nor necessarily make them expensive. We decline to make changes based o n  
the comments on  this subject. Jet filC4&7-720-277. 

Optins-Out by Mar kinp a Box or Blank on the Monthly Bill: In somc 
draft version of these rules we included marking a box or blank on  the monthly 
bill as a means for a customer to opt-out. We did not include this as a method 
for opting out in our proposed rules bccause we were persuaded that it would 
be l f f icul t  to inform customers that they &d not need to check the box every 
month and because we were persuaded by companies that it could interfere 
with bill processing, an important business function. In  consumer comments 
on  the proposed rules we were encouraged to once again include this option. 
We adhere to the position we took when we eliminated it from draft rules and 
excluded it from our proposed rules. J’ee KAC480-720-271. 

21 
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22 00 A c a  
h: Comments from smaller companies suggcsc that ir is inefficient tu havc 
a 1-800 line with access to a live oc automated operator at all times when it  may 
only be called a few times per year. They do  not recommend an alternative. 
Ths comment misreads the rule LO mean that roll-free must be a 1.800 
numbcr. Companies can meet this requirement by having a local rclcphonc 
numbcr for utuch a toll is n o t  charged. I f  a message (voice, voicc actixratccl, or 
touch-tunc) can be Lcfr bv a caller when n o t  answered, and if  that opt-our 
rcqucst is confirmed as required by our rules, [hen a company will havc met the 
rcquircmcnts of t t u s  rulc. For those reasons, we decline to provide fewer 
opporrunicics for opcing-our to customers of small companies as those o f  larger 
companies. .A customer’s interests in privacy, speech, and association arc not 
reduced by [he size of the company providing telecommunications service. .h 
WAC48U-#ZU-211. 

uld Not &&.re a De- 
7: We receive 
oral comments prior to publishing the proposed rules recommending that we 
not  require a description in the notice of each purpose for which call d e t d  
mighr be used. The same comment was made in response to the proposed 
rule. Because it  is not reasonable to expect every possible purpose to be listed, 
we have altered the adopted rules and now require thar opr-in notices provide a 
description of the general purposes for which the information may be used, 
dsclosed, or for whch  access may be permitted, .let ~- ’4C48U-1ZU-Z?Z~?~~~.  

written Confirma tion: We received company comments opposed co our 
requiremenr for written confirmation when a company receives a customer’s 
opt-out or opt-in l rec t ive  (other than a drective received during a 
rclcmarkering call). O u r  cxpcricncc is chat companies cannot be depended on 
to follow the instructions accurately at all times. Our record includes 
statements from customers that their opt-out hect ives  were not implemented. 
Accordngly, we think it is important that customers receive con firmarion of 
their opt-out approval so errors can be detected before personal customer data 
is dtsclosed. 

. .  
23 

2J 

ZF Written confirmation of opt-in approval is also important to prevent errors. 
The reason for confirmation of opt-in approval is that an error by a company 
in perceiving it has opt-in approval when it does not would expose customers’ 
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most sensitive information (e.g., whom they call and who calls them) to, among 
other thine, disclosure t o  third parties. We believe the confirmation 
requirement is an important safeguard, and ou r  record supports t h s  
conclusion. See IK4C480- 120-213f7). 

Ord Confirmation of Opt-Out or ODt-In ApDrovd: Companies 
commented that oral confirmation should bc pcrmittcd as well as written 
approval. N o  reason was given for t h s  suggestion but we infer that it mighr bc 
less cxpcnsivc and casicr to provide oral confirmation. Because ou r  
con firmation requirement is aimed at detecting crmrs and providing customers 
an opportunity t o  correct them, u’c arc concerned that oral confirmation, cvcn 
with instructions about currccting an error, would b e  less effective than written 
confmat ion.  An automadcally-&alcd announcement that includes 
confirmation and instructions on  what to do if the customers believes there has 
been an error places the burden on customers to be ready to receive the 
instructions and make notes at the company’s convenience. A written 
confirmation provides a customer with information on how to correct an error 
without requiring the customer to attend to the circumstances immediately by 
ralang notes. We believe written confirmarion assists customers and that oral 
confirmation would place a burden on customers Accordingly we make no 
change in the adopted rules on ths  subject. See lK4C480-720-213. 

26 

2.7 Opt-- Company 
comments opposed the proposed rule’s requirement that carriers must delay 
taking action approved by a customer’s opt-in directive unul rwenry-one days 
after a confirmation has been sent to the customer. Wc have no t  changed the 
proposed d e .  

In  essence, commenters suggested that the waiting period required for acting 
o n  opt-in approval is unnecessary and that customers who opt-in often want 
che company to act immediately. The  utaiting period applies when the 
company wants to USK, d~sclose, or  permit access to call detail information (e.g., 
whom the customer calls and who calls the customer) unrelated to direct 
contact between the company and the customer through a telemarketing call. 
The purpose of the waiting period is to give the customer time to receive the 
confirmation of opt-in approval and, if an error has been made, time to contact 
the company and correct the error. Company concerns that they would not be 
able to respond to a customer’s immediate need are not correct because an 

Z,Y 


